Requirements for obtaining remotely stored electronic data

Information sought Provider notice? Document required Notice required
Only the name of the Telephonic No document required, but authorized peace  No
subscriber of record communications officer must provide the published telephone
service number to the provider
Only subscriber listing Telephonic No document required No
information (name, address, = communications
and telephone number or service
similar access code) that is
publicly available or used
in emergency dispatch
Only identity of customers Electronic e grand jury subpoena No
and customer’s use of the communicationsora e administrative subpoena
service remote computing e search warrant under CCP Art. 18B.354
service provider e court order under CCP Art. 18B.352

 customer consent (which often also

requires a court order under CCP Art. 18B.352)

e as otherwise permitted by applicable

federal law (Stored Communications Act,

18 U.S.C. §2703)
Identity of customers, Electronic e grand jury subpoena Yes
customer’s use of the service =~ communicationsora ¢ administrative subpoena
(but not cell-site location remote computing e search warrant under CCP Art. 18B.354
information), with notice service provider e court order under CCP Art. 18B.401
to customer
All electronic customer data  Electronic Search warrant under CCP Art. 18B.354 No

(includes identity of
customers, customer’s use
of the service, cell-site
location information,
identity of recipients

or destinations of a
communication sent to or
by the customer, contents
of any communications sent
to or by the customer, and
any data stored by or on
behalf of the customer)

communications or
aremote computing
service provider



